@ baHK Poccum

KAK SALLUTUTD

BUPYCDbI:

« OTKPbIBAIOT YAA/IEHHbIA JOCTYN K BalleMy YCTPOMUCTBY
« KpagyT NIOrMHbl U NApPOsIN OT OHNaNH- U MOGUNbHOIro 6aHkKa

e MepexBaTbIiBalOT CEKpPeTHbIe KoAbl U3 COObLLEeHUN

3anony4vB 3TV AaHHble, KN6epnpecTynHUKU

MOryT NOXUTUTb BCE AieHbIr'n C BallUX CHETOB /\ D

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXXEHO?

UTO OEJIATD,

ECJZIN HA YCTPOUCTBE BUPYC?

KAK SAWLINTUTD

YCTPOUCTBO OT BUPYCOB?

3aBUCaET, Nepe3arpyXaeTca Uin OTK/TIoHaeTCH
Camo 3aBepLuaeT paboTy NpPUIOXKEHU
Moka3biBaeT BCMN/biBalOLWMEe OKHA

TepseT o6beM NamMATU

NMo3BoHUTe B 6aHK U nonpocuTte 3ab/1I0KUpoBaTh AOCTYN
K OH/TanH- 1 MOOGUNbHOMY 6aHKY 1 BCe KapTbl, KOTOpbIe
MCNoONb30Basin Ha YCTPOUCTBE

O6paTurecb B CEPBUCHbIN LIEHTP, YTOObI Bbl/1e4YNTb ragxer

NMepeBbinycTUTEe KapThl, CMEHUTE J/IOTMH U Napo/ib
OT OH/TaH-0aHKa U 3aHOBO YCTaHOBUTE GAHKOBCKOE NPUIOXEeHUe

Mcnonb3synute aHTUBUPYC U perynsapHoO ero o6HoBNANTE

He nepexoguTte no ccbifikaMm OT HE3HAKOMLEB, He YCTaHaB/IMBanTe
NporpamMmbl Mo Ux Npocbbe N He UCNoNb3yiTe YyXxune rewku

CkauuBaunTe NpUNOXEHUS TONMbKO U3 NPOBEPEeHHbIX UICTOYHUKOB
O6HoBNANTE ONEepaLNOHHYIO CUCTEMY YCTPOUCTBA

MN3beranrte obuwenoctynHbix Wi-Fi-ceten

Moapo6Hee o 3almUTe rafKeToB ®duHaHcoBas
KynbTypa

yutamTe Ha fincult.info



YKPAJIA OEHDbI'N?

© 3AB/IOKUPOBATb @ HAIMUCATD

© OBPATUTDLCH

KAPTY 3AABNTEHUE O HECOITTACUU . B nonuumio

C OMNEPALIUEN

L

« N0 HOMepy TenedoHa 6aHKa ~ 3asiBNeHue AonXHOo . Yem 6onbLue nogei

Ha 6aHKOBCKOM KapTe ObiTb HAaNMMCaHoO: . nopapyT 3aaBneHus,

W H UumnasnbHOM canTt ' é

M Ha ohmumanbHOM caunte .+ B TeUeHMe CyTOK nocre ~ TeMm Bbilue BEPOSTHOCTH,

- Yepes MOGUNbLHOE NPUNOXeHNe COO6GLLEHNSA O CNUCAHUN ~ 4YTO NpecTynHUKOB
- Yepes /IMYHbI KabuHeT Ge e A sy

Ha odpMumnanbHOM canTe 6aHka | - Ha MecTe B OTAEeNeHUU

| 6aHKa

- B oTOAENEeHnn 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLAUTE:

« CPOK AENCTBUA KapTbl N TPEX3HAYHbIN KO
Ha ee o6opoTHOM cTopoHe (CVV/CVC(C)

« MApPO/IN N KOAbl U3 YBe4OM/TEHUN
« TOFMH N Napo/ib OT OHNanH-6aHKa

HE NYBJ/IUKYUTE
I'IepCOHa}'Ibele NAaHHbIE B OTKprTOM .qocwne

YCTAHOBUTE
aHTUBUMPYChbI Ha BCE YCTPONCTBA

Monpo6Hee o npaBuiax 6e3o0nacHOCTH
yuTamTe Ha fincult.info

KOAOLOBOE CJ/10OBO

Ha3blBalWTE TONIbKO COTPYAHUKY BaHKa,
KOrga camu 3BOHUTE Ha MrOpAYYHo
NIUHUIO

Y baHK He KOMneHcupyeTt
noTepu, ecniv Bbl HapyLUUIU

npaBuna 6e3onacHoro
NMCNnoNb3oBaHUA KapThbl

duHaHcoBas
KynbTypa




OCTOPOXHO:

TENE®POHHbIE MOLLEHHUKNA!

HA BAC
BbIXOOAT CAMU

AdepuUcTbl MOTyT
NnpencTaBUTbCS CIy)X6oun
6e3onacHoOCTU 6aHKa,
HaIoroBow,

NPOKypaTypou

JTio6on HeoXxnpoaHHbIU
3BoHOK, CMC vnu nucbmo —
MnoBO4 HACTOPOXUTbCH

PAAOYIOT BHE3AMHOM
BbIFOOOM UNU MYTAIOT

CunbHble aMouun
NPUTYNNSIOT
oauTenbHOCTb

3BOHAT
n3 BaHka, NomMUUm

UNU Opyrov opraHmnsaumm?

~ YBEOWUTECD,

YTO 3TO HE MOLUEHHWUKN!

S NMPU3HAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOObI

y Bac He 6b1no
BpeMeHU Bce o6aymaTb

FOBOPAT O AEHbIrAX

[MpegnaratoT cnacTu
cbepexeHus, NoNy4YmTb
KOMIMEeHCaLUMIO UM BITIOXXUTbCS
B MHBECTULIMOHHDbIN NPOEKT

NMPOCAT COOBLUIUNTD
OAHHDIE

3/10yMbILWTIEHHUKOB
UHTEepPEeCYIOT PEKBU3UTDI
KapTbl, MAPOSI U KOAbl

U3 6aHKOBCKMX YBEOOM/IEHUM

O HMKOAA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHUKM 6aHKOB 1 NoONULUKn * kopgbl us CMC
HUKOI' A He cnpawusaloT * Tpex3Hau4HblK Kog Ha 060pOTHOM

PEeKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)

n3 CMC, nepcoHanbHble faHHble * PIN-kopg

1 He NPOCHT coBeplLuaTb * MapOSIN/NOormHbl K 65aHKOBCKOMY

nepesoabl C Balen KapTbl NPUNOXEHMIO U OHNTaNH-6aHKyY
* KOOOBOE C/OBO

« [epCoOHalibHbl€e OaHHbIe

Kak 3awmTtutb cBOM pUHAHCHI, z)l:_:'llfr H Cfa)Baﬂ
yuTaiTe Ha fincult.info y/bTyp




KAK SALLIMTUTDBCH
OoT PULLUMNHIA

DUWKMHr — B, MOWWEHHUYECTBA, KOorga y YesnioBeka KpagyT
nepcoHasibHble AaHHble U1 AeHbru € NOMOLLbIO CAaUTOB-NOAAENOK.
YacTo MOLEeHHUKU AeNnaloT CanTbl, KOTopble KaK ABe Karn/siu Boabl
NOXOXXU Ha CaMTbl peasibHbIX OpraHM3aunmn

KAK MO)XHO OKASATbBCH
HA ®ULLUHIOBOM CAUTE?

[1O CCbINNKaM U3 NHTEPHETa UMK ANEKTPOHHOW noYTbl, CMC,
COOOLLUEHMNA B COLICETAX UM MecceHmkepax, peKknamsl,
OOBbABSIEHUN O NTOTepesxX, pacrnpogarkax, KoMrneHcaumsx

OT rocygapcTBa

Xakepbl HacTO B3/1aMbIBaloOT HYy)KNe aKKayHThl,
“n (l)MlUMHrOBaFI CCblJIKa MOXKeT ﬂpllll‘;[TI/l Aa>e OT 3HaKOMDbIX

KAK PACINO3HATDb
OULLMNHIOBbIN CAUT?

Appec OTIMYaETCSa OT HACTOSLLErO NULLb Napor CUMBOJIOB
B appecHoOM cTpoke HeT https 1 3Hauka 3akpbITOro 3amMka
Ou3anH CKONMMpoBaH HEKAYECTBEHHO, B TEKCTAaX €CTb OLLMOKU

Y carTta Mano CTpaHuL, UK gaxke ogHa — ANns BBOAa OaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLIMHTA?

YCTaHOBUTE aHTUBUPYC U PErYNIAPHO OOHOBANTE €ro
CoxpaHanTe B 3aksiafKkax agpeca HY>XHbIX CanTOB
He nepexoauTte no nogo3puTesbHbIM CCblJIKaM

Ucnonb3aynTe OTOES/IbHYIO KapTy OJ15 MOKYMNOK B MHTEPHETE,
KNaguTe Ha HEe HY>XKHYIO CYMMY MpPAMO nepen onnaTomn

e e ®duHaHcoBas
o E NMoppo6Hee o npaBunax KynbTypa
bl KubeprurmeHol UMTanuTe Ha



OT OHNANH-MOLWEHHUKOB

YT006bI gOOpaThCa 40 BawnMX 6aHKOBCKUX CHETOB,
MOLUEHHUKAM HY>XHbl Bally NepCcoHasnbHble AaHHbIE
N PEKBU3UTbI KapT

Kakue cxeMbl CNonb3yloT apepucTbl?

OBELLAIOT 30J10TbIE NOPbDI

Onpocbl 3a BO3HarpaxgeHue, counasbHble BbIMnaTtbl UM CBEPXNPUOLI/IbHbIE
WHBECTULMOHHbIE NPOEKTLI. [@apaHTMs ObICTPOro oboraweHnsa — npnu3Hak oomaHa

SAMAHUBAIOT HA PACTIPOAAXMU

OrpoMHbI€ CKUAKN N HU3KUE LieHbl MOTYT OKa3aTbCA MOLLEHHUYECKON YTOBKOW

CrNEKYTUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBAdat0T COOp AeHer Ha pa3paboTKy BakUWH, o0ellaoT BEPHYTb
OEHbIM 338 OTMEHEHHbIE PencChbl UK NpeasaratT NoNYyUYnUTb roOCyaapCTBEHHbIE
goTauum

MACKHUPYIOTCH

Pa3birpbiBaloT posb NpoAaBLOB M NoKynatenen Ha nonynsapHbIX cantax o0 bABNEHUN

Kak o6e3onacuTtb CBOU OEeHbIMM

B UHTEepHeTe?

YcTaHOBUTE aHTUBUPYC U PErynapHoO 06HOBNANTE ero

3aBeauTe oTaeNibHY Ae0eTOBYIO KApTy ANA NnaTtexeun
B MHTEPHETE U KNAagMTe Ha HeEE HYXXHYIO CYMMY nMepea onnaTton

Bcerga npoesepanTte agpeca 3/1eKTPOHHOW NOYThbl U CAUTOB —
OHW MOTYT OT/INYATLCH OT OPULMANBbHBLIX MW b Napon CUMBO/OB

He nepexoaute no cCbi/ikaM OT HE3HAKOMLEB —
cpasy yaansnte COMHUTENbHblIE COOOLWEHNSA

Hukomy He coobuiaiite CBOU NepCcoHasibHble AaHHble

MopnpobHee o npaBunax

KnbeprurmeHsi o ®uHaHcoBas :

ymutamTte Ha fincult.info o il 4 |
|



